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1Introduction

To facilitate system to system integration, PPO provides an APl (Application Programming Interface) by means of a SOAP
web service. The SOAP (Simple Object Access Protocol] is a messaging protocol that uses XML (Extensible Markup
Language) over HTTP (Hypertext Transfer Protocol]. SOAP is also platform and language independent and has been

supported by numerous vendors and services for means of infegration for many years.

PPO’s web API consists of a collection of web services that allow for basic operations against PPO’s configurable

entities. The purpose of this document is fo serve as 3 guide to software developers for technical purposes.

1.1 Service end-point

The service end-point is available from https://www.ppolive.com/{yourinstancename}/webservices/integration.asmx.
Simply substitute your instance name into the URL. Note that the end-point uses HTTPS (only SSL secured session

accepted).

1.2 Session state and cookie

In order for PPO fo maintain session state, the calling client has to support cookies. With browsers, this is built-in

and comes enabled by default. From third party client tools and custom developed applications, some fype of cookie
container needs to be provided.Once authenticated, there is no need to do so again for as long as the session is active.
PPQ's user sessions time out after 60 minutes of inactivity. This document provides some examples to mainfain the
session state through code.

1.3 Authentication and LoginExplicit

Authentication is simply done by calling the LoglnExplicit web method with correct credentials of 3 PPO user account.
The response from the server will be the user key and also a session Page 5 of 48 cookie in the header of the response
that should be maintained using any form of cookie container. Affer authenficating you can make additional web service

requests.

All code samples of the web methods themselves assume that the authentication has already been done and that a
cookie container exists.To abandon your session, the Logout web method should be called. It is always good practice to

ensure that your credentials are encrypted and secure from the human eye.

1.4 Authorisation

PPO's web methods utilises our existing logical access control configured from the Ul under Administration | User
Groups. This document will indicate what the authorisation requirements are for each web method call.

1.5 Entity types and XSD

Updating entities require the entity data to comply with a specific XML schema. The schema for entity fype can be
retrieved by using the GetXsd web method with the corresponding enfity fype passed as 3 parameter. The response
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1.6 Custom lists and items

Drop-down lists are called custom lists in PPO and can be maintained by the client’s PPO Administrator.

Please refer to the Knowledge Base Article for more information.

1.7 Fair usage
1.8 Exception handling

For detailed information on exceptions, refer fo the Exceptions section for each web method or the General Exceptions

section af the end of the document.

All code samples of the web methods themselves assume that the authentication has already been done and that a
cookie container exists.To abandon your session, the Logout web method should be called. It is always good practice to

ensure that your credentials are encrypted and secure from the human eye.

1.9 General concepts

Retrieving an entity type’s key

To find the key for an entity fype:

1. In PPO, go to Administration and then Data Fields.
2. Select the appropriate entity from the drop down.
3. The key will appear in the address bar.

Entity XML

When retrieving enfities via the service, the service will respond with XML representing the enfity

details. The XML will contain a roof tag consisting of the entity type name and a key aftribute.

The following tags will be part of every entity XML:

e ‘created’ — A date and time showing when the entity was last updated.

e 'userkey’ — Shows the user key of the user who updated the entity.

e 'user’ — The first and last name of the user who updated the entity.

o 'useremployeekey’ — The employee key of the user that updated the entity.

» 'masterkey’ — This value is null or could be a key of another entity, which indicates this entity is a history item of the
entity with the corresponding key.

After these tags will follow the fields of the entity fype with their values and an ‘alifields’ section which contains all the

fields with their actual display values.
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Entity list XML
The XML of entity list retrievals (GetEntities, GetEntitiesFiltered, etc.) always has 3 root tag of the entity fype name
combined with list, i.e. 3 list of employee entities will have 3 root tag such as “employeelist”.

The root element also has two aftributes named “totalrowcount” and “startindex”. The tofalrowcount attribute

indicates how many records of the specified entity type the XML contains. The startindex attribute is only used for

paged refrievals, which is currently nof possible through the API.
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2 Getting started with Visual Studio and C#

Before the SOAP web service can be consumed by your client application, a web reference is required. Visual Studio will

generate the web service proxy code for you fo use.

2.1 Adding the Web Reference

In order to setup a reference fo the service end-point, follow these steps:

1. Add Service Reference, and choose Advanced.

et B-radE AR
B 1ot b e e
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L

2. Add Web Reference
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3. Enter the service URL and click the arrow botfom

Flpsgaie to & vweb serace URL sed ool S04 Reference 1o add sl the senlable services
20 =00
WAL gk wevew gestive 2 om e m mebaenocn efmgration s, * g3

muﬁmsurﬁm

Une s pege s 8 pEariing ponl i fnd Ve meraors. T can cho e s below, or bree 8
e AL nim e sdvnass bar

Brovse to:
& Web sarvices in this solution

4. Enter a3 Web reference name, click Add Reference

At this point, Visual Studio will generate client proxy code that are then used for calling web methods, as

well as setup the configuration for the web reference in your configuration file.
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2.2 Authentication

The following sample shows how to authenficate and maintain session state using a cookie container:

3 Getting started with NetBeans IDE & Java

3.1 Web Reference

In order to setup a reference to the service end-point, follow these steps:
1. Right click on Web Service References then New and then select Web Service Client.

¥
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2. Choose WSDL URL then enter the service URL and click Finish
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NOTE: If you encounter the error "undefined simple or complex fype 'soapenc:Array’”,

e Save WSDL as a file.

* Replace <s:imporf namespace="http://schemas.xmlsoap.org/soap/encoding/"/> with
<s:import namespace="http://schemas.xmlsoap.org/soap/encoding/"
schemalocation="htftp://schemas.xmlsoap.org/soap/encading/"/>

e Use the WSDL file to create the web service client instead of the URL.

3.2 Authentication

follow these steps:

The following code sample shows how fo authenticate and set the session cookie in the request header:

piiklie Tatic wird main{String]] args] thewma er-lﬂ_ElE—ﬁM

1
Integration service = now Integration(};
BindingProvider :.llt[ “I i
uuurr-rlﬁ m{ Lput | EEWETIN M INTALN PICPEETY, trus})
Intwger ukerkiy = apl, Mﬂ'l-lﬂlt'ﬂ- o | T -r-aq._-.--m 2 I
Sgring cophisdeaders = [ Uﬂmﬂ Wﬂh
SRt (M sageC Onrteat ATTF BEGPINES WERIFRSH)
gt o1 Dkl ) robering():
binalngProvider
Mm
Bt {Me s R Com e 1111 _REQUIST HERDIES
. -:hll.-nﬂ.uul..ﬂ-.ll,i.m[ Cock 07, Cellections.singletos Lot cooklessaders}] )
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4 PPO APl web methods

This section describes the purpose of each web method that our API supports, the logical access required to use them,

the parameters they expect, samples of values returned and exceptions that could occur.

4.1 GetEntity
Retrieves XML that contains all the details for the specified PPO entity represented by the entity fype and key.

Logical access control
The authenticated user must have 'View' access for the entity type specified e.g. "View Project’. User must also have

access to specific item based on your user group filter.

Parameters
anfityType Short T.ETLI.IT"lem: value that represents an entity type in PPO [refer
. The unigue key of the specific entity. (Employeekay,.
enhitvkey Infeger Iuskﬁeﬁ eh.:..]v P y. (Empioy L4
Returns

XML that represents an entity with all its details.

Example
To retfrieve 3 single employee record.

Java Code Sample

String employee = api,gotEntity((short)3, 184);

C# Code Sample

var employes = apl.GetEntity(l, 1@dj;
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Logical access control
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PP0O.UnableToRetrieveRecordException

PPO.UnableToRetrieveRecordException: Unable to retrieve record from the database [Object: Employee, EmployeeKey: 0].

Cause

The value specified for the entityKey parameter has no valid entity associated with it.

Solution

Specify a valid entity key for the given entity fype. The entity key can be retrieved when doing list retrievals or by checking

the URL in PPO when navigated to the enfify.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.
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4.2 GetEntities

Refrieves XML that contains all the details for all enfities belonging to the specified fype.

Logical access control

The authenticated user must have 'View' access for the entity type specified e.g. 'View Project’.

User must also have access to specific item based on your user group filter.

Parameters
antityType Short A numearnc volue thaot represents on antity type in PPO
Returns

XML that represents entities with all their defails.

Example

To retrieve a list of all health indicators.

Java Code Sample

String healthindicators = apl.metErtities({shart)ia);

C# Code Sample

var healthindicators = apd.GetEntities{12);

1
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Example Response

< taml versloa==1.8% encoding="utf-181s
<healthirdicatorlist totalrowcount="84" startindex="8%3
chezlthindicator key="113%s
coreated>»2B14-11-21 14:45: 808 croateds
cusereey i fuserkay s
cusersideinistrator, System:/ussrs
cugersmployeskeyrl </ useranployeshoy »
caasterkey B /rasterkey s
thealthindicatorkey»112¢ Meal thindicatorkey s
vhpalthindd ratoepro] sc ey B fhaal thindd ratnrprnd act ey s
ibcalthimdicatertitleyIccunc e fhealthimdicstortition
chealthindicatordesc s healthindicatordescs
<hgalthindd catorrag»3«healthindicatorrags
chealthimdicatoract lonsManaged closely. < /healthindicatoractiony.
callfieldsr
«Field fieldname="HealthIndicatorkey™:
dvploesilide/valuey
adisplayvalues11d<¢/displayvalues
sfieldtypesl1B8e /ffialdtypes
chiddenyFalsecrhiddeny
«f Fleld»
¢field fisldname="HealthIndiratorProjectiey™ >
dvaloo B3¢ valiees ;
cdisplaywaluesSales Recowery Pilotd/displayvalues
sfieldtypesl®ls/fieldrypes
chiddensFalsec/hiddeny
o/ fields
+field Fisldname="HealthIndicatorTitle®s
ivaluerIssuese valuer
sdisplayvaluesisswese fdisplayvalues
efieldtypesla/Fileldtypes
chiddensFalse< hiddens
¢ f¥ield»
¢field fieldname="HealthlndicatorDesc™>
suslusss fualuss
sdigplayvaluessfdlcplapvaluas
dfleldtyparld<fFinldtypes
<hidden»Falsec/hisdeny
/¥ields
cfield Fisldname="HealthIndicatorRAL™5
swaloerd< fvalues
ddisplayvaluasde/displayvaluay

ofleldtyperlds fFieldtyper
chiddensFalsec fhiddens

«/Finldy

¢field fisldname="HealthIndicatordction™:
dwaluexManaged. Ne curreat threat.dfvaluss
cdisplayvalupsManaged. Mo current threat.</displavvalues

«Fieldrypesl2afFieldoypes
chlddensFalsec fhlddess

«/Field>»
cfallfipldsy
ddocnentlink sy /document ]l inks
sShealthindicators
«fhealthindicatorlists

13
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Exceptions

No unique exceptions for this method.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.
4.3 GetEntitiesByFilterKey

Retrieves XML for all entities of the specified type, filtered by the filter specified by the filter key.

Logical access control

The authenticated user must have 'View' access for the entity type specified e.g. 'View Project’.

User must also have access to specific item based on your user group filter.

Parameters

antitylype short A numearic value that represents an entfity type in PPO.

A unigue key that identifies a fiter created in PPO. This
specific filter will be applied to the list of entities being
fllerk ey Short rafrieved. A fiter's key can be ablained by clicking on the
edit fiter icon and then checking the URL of the pop-up
page for the key parameter.

Returns

XML that represents entities with all their details.

Example

To refrieve 3 list of all the employees that are currently active on PPO, use the ‘Only Active Employees’ filter key.

Returns

String activeEmployess = api.getEntitiessyFiltertey({thort}l, (short)ls);
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C# Code Sample

Logical access control

<?mmnl version="1.8" encoding="ut¥-16%1>
cemployeelist totalrowcount="16" startindex="8%>
conployes key="187">
CerEated s2004-11-21 1343808/ craatedy
cuieriey d1< fuserkey »
cunersidministrator;, Systesd/user:
cusermmp loyeekay rl < fuseremp ] oyeekay >
cmasterkey B /masterkeys
cemployeskey» 187/ saployeekey s
cemployeecnde sOEMIL femplayaecooe s
<flrstnameknown > Tracey </ f Lr sTnameknmsn »
«issrnsmerFaralscf lasonames
eellphane »BE3-456-234 </ cellphanegs
demial laddressstracey . marais@iragal . coms fonailoddreass
dcactivesTrued factives
<e@lsFaleec/aily

<employesjobtitles 278 femployeeiobtitles
<employesdepartment » 278/ eaployeedeErinents
cincludetncepacity sTroed/ ing ludeincaparity
e qtandsrdhours»8df standardhour's s
wehargeaut B V68 e hargeoulds
cchargeout 13388« /chargeoutls
dchargeaut 28/ chargrout2s
<birthdater1978-08-25¢/birthdate
cfirstnamefull»Tracey Janec/firstramefull>
LimitialsaT Jefindtials>
ctitlesMisse/titlies
spostaladdress»P O Box 4632, Southdales, 4818:</postaladdresss
<physicaladdress»18 Riverpark Avenuve, Southdale, 81E</physicalacdresss
chomephones (B11) STE-IBEL«/ honephones
dworkphone»(811) B6& BEEEC workphonos
contension»BBER: fowtension
cpdsFaleecfelds
callfislds>
tfield fislinsee="Eaployeekioy” >
evaluer 187 fvalues
cdisplayvaluesMarais, Traceye/displayvalues
efialatypes1884/flaldtypes
ihiddensFalses hiddens
AfFisliy

LE 3

clemployeelisty
cfhealthindicatorlist

15
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Exceptions
PPO.ObjectDoesNotExistException
PPO.0ObjectDoesNotExistException: Filter does not exist [FilterKey: -1].

Cause

The error occurs when any value specified for the filter key is not associated with an existing filter in PPO.

Solution

Specify a valid key for a filter that exists. A filter's key can be obtained by clicking on the edit filter icon and then checking
the URL of the pop-up page for the key parameter.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.4 GetEntitiesFiltered

Retrieves XML for all entities of the specified type where the field name matches the specified value.

Logical access control

The authenticated user must have 'View' access for the entity type specified e.g. 'View Project’.

User must also have access to specific item based on your user group filter.

Parameters

enlitlvTyvpe Short A numernc value thal represants an enfity tvpe in PP

Mame of the field you want fo fitter on.

To find a field name:

fieldMame atring In FPO. go to Administration and then Data Felds
Select the oppropriate entity from the drop down
The naome will appeaor in the 'Feld Nome' column

. . The value that the spacified field namea must be aegual 1o for
eioveive |y an entity fo be included in the fist that will be retumed.
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Returns

XML that represents entities with all their details.

Example

To retrieve 3 list of all employees with the first name of Harry.

Java Code Sample

Sereding employes = spl, petfatitissfiltered] (share)l, “Flrotiesebnomn”, “sarey ")

C# Code Sample

wor ssployes = apl.GetEntitissFiltersd(l, "Firstiiampinges™, “Harry™);

Example Response

«faml verslons®1.8" encoding=*utf-16%0x
cepployeelist totalrowcount="18" startlndex="@">
<eaployes key="187"3

coreated >2014-11-21 194898 fereateds
Cuseriiey »Lo) vserikay
cuserxadmintsrrator, Systesd/users
cusarenp loyeekeyrle/usereaployeekey »
emasTerkey ¥ fnasterkey
comployeek ey »187 ¢/ eaployaskeyy
cenployeecoderDEMlc feaployeacode >
sfirstnameknownaTracey s/ firstnassknowns
ilastnamexMarals</ lastnames
coel lphone »@EI-455-2341« /cellphone >
cemalladdressrtracey .maraisfiregal . comd femad laddregs»
cactiverTruecfactiver
oeitl »Fal sec/edln
coop lover chtitime ™0 fomplovenjobtitles
amployeedepar tment 12784/ enployeedapartment »
cinclude incapacity »Trued / inc ludeincapacitys
cxtandardhoors W</ standardhours »
cchargeout s M8 fchargeoutBy
schargeout 13388« fchargeoutly
1:-¢I1.lrmlﬂ.‘1:llt_|l'l:hl.rm.al:1r
dhirthdares 1OTE-80 - 35 Frlrthdates
ef fratnamefull sTracey Janso/ Firstnamsefully
clmitinl s»T F/initialas
critlesMisse fritles
cpostalasdress P 0 Box 4632, Sourhdale, 4818« /postaladdresss
ephysicalsddressald Riverpark Avemee, Southdals, 88/ physicalsddresss
chomephans»{811) 678-I8614 homsphones
dworkphones{#l1) 066 BEES« feorkphones
ceatens i on»EERE fentension:
ez »Falses/edis
gall¥ields»

17
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¢fField fislingss="Employeeioy™»
cval wo @7 fvalum >
«ifi splayvaluesMarais, Tracey</displayvaluey
cfieldtypes18@ ./ fislatypes
chiddensFalses middens
£/ iElds

</ paployssllets

Exceptions
PPO.UnableToRetrieveFieldDetailsException

XPPO.UnableToRetrieveFieldDetailsException: Unable fo retrieve field details [Field name: sdgvgerrvgervg].

Cause
Any value specified for the fieldName parameter that is not an exact match of one of the fields of the given entity type

will result in this error.

Solution

Make sure what the field names are for the entity fype being refrieved and specify a valid one for filtering.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.5 GetEntitiesCompressed

Retrieves XML for all enfities of the specified type (the same as the GetEntities web method), but returns a ZIP file as
3 byte array which contains the XML. This method will always be faster than the GetEntities method, because the size

of the response will be about 15% of the size of the non-compressed method.

Logical access control
The authenticated user must have 'View' access for the entity type specified e.g. 'View Project’. User must also have

access to specific item based on your user group filter.

Parameters

N g Dafta type . iplio

entiftyType Showt A numenc value that represents an anfity fvpe in PPO,
Returns

A ZIP file of XML that represents entities with all their details.

Example

To retfrieve 3 large number of tasks, consider using this web method.

Java Code Sample

byte[] compressedTasks = api.getEntitiesCompressed({chort)s);

N
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C# Code Sample

byte[] compressedTasks = apl.GetintitiesCompressed(s);

Example Response

A ZIP file in the form of an array of bytes. The file contains a list of all fasks in XML format 3s described in the GetEnfifies

web method.

Exceptions

Please refer to the GetEntities web method as the exceptions are the same as for the GetEntitiesCompressed web method.
Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.
4.6 GetEntitiesByFilterKeyCompressed

Retrieves XML for all entities of the specified type filtered by the filter key specified (the same as the GetEntitiesByFilterKey
web method), but returns a ZIP file as a byte array which contains the XML. This method will always be faster than the

GetfEntitiesByFilterKey method, because the size

Logical access control

The authenticated user must have 'View' access for the entity type specified e.g. 'View Project’. User must also have

access to specific item based on your user group filter.

Parameters

.".u.. Hl'lm De .
antityType Short A numenc value that represents an entity type in PPO.

A unique key that identifies a filter created on PPO. This
specific fller will be appbed 10 the list of entifies being
filterkay Short refrieved. A fifer's key con be obtained by clicking on tha

edit fiter icon and then checking the URL of the pop-up page
for the key parameter.

Returns

A ZIP file of XML that represents entities with all their details.

Example
To refrieve 3 large number of employees, but applying the ‘Only Active Employees’ filter (filter key 15].

Java Code Sample

byte[] activelmployees = api, getEntiticeByFilterkeylompressed(|short)l, (ahort)ls);
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C# Code Sample

byte[] activebmployees « apl.GetintitiestyfilterfeyCompressed(l, 15);

Example Response

A ZIP file in the form of an array of bytes. The file contains a list of all employees currently active on the instance in XML

format.
Exceptions

Please refer fo the GefEnfifiesByFilterKey web method as the exceptions are the same as for the

GefEntitiesByFilterKeyCompressed web method.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.7 GetEntitiesFilteredCompressed

Retfrieves XML for all entities of the specified fype where the field name matches the specified value (the same as the
GetEntitiesFiltered web method), but returns a ZIP file as a byte array which contains the XML. This method will always be
faster than the GetEntitiesFiltered, because the size of the response will be about 15% of the size of the non-compressed

method.

Logical access control
The authenficated user must have 'View' access for the entity type specified e.g. "View Project’. User must also have

access fo specific ifem based on your user group filter.

Parameters

e Dala type | .i!"..
Short

antitylype A numenc volue that represents an antdity type in PPO.

Mame of the field you want to filter upon.

Io find a held name:

fisidMome sSining in PPO, go to Adminisirafion and then Data Felds

select the appropnote entfity from the drop down

The name will appear in the "Feld Haome' column

The value thaot the specified field nome must be egual 1o foran
entity to be ncluded n the Iist that will be retumed.

ieidVaoiue Sfring
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Returns
A ZIP file of XML that represents entities with all their details.
Exceptions

To refrieve 3 list of all fasks with fype ‘Summary Task'.

Java Code Sample

bytze[] tasks = api.getEntitiesFiltercdCompressed((short)s, ~Taskiype, "84}z

C# Code Sample

byte[] tasks = apl.GetEntitiesFilteredCampressed(S, "Tasklype™, “99°);

Example Response
A ZIP file in the form of an array of bytes. The file contains all the details of the project in XML format.
Exceptions

Please refer to the GetEntitiesFiltered web method as the exceptions are the same as for the GetEntitiesFilteredCompressed

web method.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.8 UpdateEntity

Updates or creates an entity based on the XML provided as a parameter. If no key is specified on the XML tag then an entity
will be created, otherwise it will update the entity with the specified key. The GetXsd web method can be used to get the
schema of an entity. Only the fields that need to be updated should be included in the XML.

Logical access control

The authenticated user must have ‘Add’ and 'Edit’ access for the entity fype provided in the entity XML e.g. 'Add Project’.

User must also have access fo specific item based on your user

Parameter
| Name | Datatype | Description

anfityXmil String A string in XML format that represents the entity and s details.
Returns

XML that represents an entfity with all its details.
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Example

To change fhe first and last name of an existing employee.

XML Sample

cemployes key="188"»
cfirstnameknown>Joes S Flrstnaseknown:
<lastname>Bloges</ lastrames
«/esployees

Java Code Sample

ffCreate WL string that represents an entity
gpd updatefntity{enployesknlitring),

C# Code Sample

ailensnt employee = new WL Lesent(en i
new SACTelbutel "key”, 188),
new XElesent("firstnamelnown”, “Joe®),
new XEisment("lastrase™, “"BlogEs")):

Example Response

dfen] verslons®1,.8" encodings"utF-16%F»

coiig loyes Lidy="188"
Lerdnted»2015-01-16 1823 53{ crestads
duserdey b/ userueys
cusershdams, Marry:c/users
cusersigloyeeesy »112 < Juserenployeskey s
dRasteriey 8 /masterkays
cemplayeskey > 108/ eap Lloyeeksy s
q=mployeecode 20L05E femp loyeecnde
clirstnameknouns Joed ffirstnanskonoun
<lastnanesBloggse/ Lantnams
ccellphone X881 -465 283« el phone »
cemailagdrass vharry . waczkowdregal . come femal Laddresss
cactiverTruec/activer
ceiisFalppofedls
cemployeejobtitle» 285« employeojobtitios
<emp loyeedeparteent » 2884 femp loyeedepartment »
cincludelncapacity>Frued/ine ludeincapacitys
44 tandardhoeirs B¢/ standardhouras
ethargeoutBsS 28 /e horgeoitdy
dchargeout 1 >dT8e f chargeoul 1y
fchargeout 284 /chargeoutds
chirthdares1974-12-22¢folrindates
<firstnamefullyHarold Anthonyc/firstnamsfulls

22
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cipitialss>d Ag/initizlss

sritlesMrefritles

cpostaliddresssP O Box 159%81, Windzor West, X118 poitalasddresss

iphysicaladdress »@ Countesses Manor, Countesses Street, Windsor West, 2115</physicaladdrocsy
chomephona»{012) 678-64T2: fhomephoney

fworkphons »(B812) 3632 -5818< /w0 phanss

certins Lon »5818c fextensians

seBixFalsesfedis

callfialgsy

< fempl oyees

Exceptions

PPO.InvalidXmIException
PPO.InvalidXmlException: The XML is not valid.
Cause

The XML passed as a parameter is an empty string or the XML is invalid.

Solution
Make sure the XML being passed uses the XML schema required for the given entity. You can get the XML schema by using
the GetXsd web method.

PPO.UnableToRetrieveRecordException

PP0O.UnableToRetrieveRecordException: Unable to retrieve record from the database [Object: Employee, EmployeeKey:
34].

Cause

This exception only applies to updates. The key specified in the XML does not match any entity of that fype with the

same Kkey.

Solution
Specify a valid entity key for the given enfity fype. The entity key can be refrieved when doing list retrievals or by

checking the URL in PPO when navigated fo the entity.
Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.9 UpdateEntities
Updates or creates entities based on the XML provided as a parameter. This method is the same 3as the UpdateEntity,
but instead if allows batch inserts or updates. Use the GetXsd method fo get the schemas for different enfities. The

oufer tag of the XML is nof important. This method can also be used to update different enfity fypes in the same bafch.

Logical access control

The authenticated user must have ‘Add’ and 'Edit’ access for the entity fype provided in the entity XML e.g. 'Add Project’.

User must also have access to specific item based on your user group filter.
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Parameters

A string in XML format thot represents the enfites and their
details. The XML will be used to create new entities when keys
are not provided and will update existing entities when keys

are present.

enfityXmi Sting

Returns

A number that indicates how many entities were updated or created.

Example

To update multiple tasks with different values.

Request

Java Code Sample

a0 oA LU RV [E=ed s

C# Code Sample
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Example Response
UpdateEntities responds with the number of enfities updated or created, in this case it will respond with the number 2.
If there is an exception on one of the entities you are frying fo update or create, the response will be the exception, but

the entities that were specified before the entity that caused the exception will still be created/updated.

Exceptions

PPO.InvalidXmIException

PPO.InvalidXmlException: The XML is not valid.

Cause

The XML passed as a parameter is an empty string or the XML is not valid.

Solution
Make sure the XML being passed uses the XML schema required for the given enfify. You can gef the XML schema by using
the GetXsd web method.

PP0O.UnableToRetrieveRecordException
PPO.UnableToRetrieveRecordException: Unable to retrieve record from the database [Object: Employee, EmployeeKey:
34].

Cause

This exception only applies fo updates. A key specified in the XML does not match any entity of that fype with the same

key. The entity type and the key of the one that caused the exception will be specified in the error message.

Solution
Specify 3 valid enfify key for the given entity fype. The enfify key can be refrieved when doing list refrievals or by checking
the URL in PPO when navigating fo the entity.

PPO.UnableToRetrieveRecordException

PP0O.UnableToRetrieveRecordException: Unable to retrieve record from the database [Object: Employee, EmployeeKey:
34].

Cause

This exception only applies fo updates. A key specified in the XML does not match any entity of that fype with the same

key. The entity type and the key of the one that caused the exception will be specified in the error message.

Solution

Specify a valid entity key for the given entity type. The entity key can be retrieved when doing list retrievals or by checking
the URL in PPO when navigafing fo the enfity.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here...
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4.10UpdateDocumentEntity

Updates or creates a document entity based on the XML and file provided. Similar to UpdateEntity, but accompanied by

a file.

Logical access control

The authenticated user must have ‘Add’ and 'Edit’ access for the document entity type e.g ‘Add Document.’

User must also have access fo specific item based on your user group filter.

Parameters
Name Data type Description
A stning in XML format that represenis the enfity and its details.
" The XML will be usad to Create a naw entity when a key & not
anfityXmi Siring :
. provided aond will updoate an exshng enbty when o key 15
presani
The physical file yvou warnt to upload to the instance as an
fil b rt ' 5
g oLy update of as a new document,
Returns

XML that represents the document enfify with all its details.

Example

To add a sales proposal document to project 66. Not only will the document be uploaded but it will be associated with

3 document enfify which can be affached o a project efc.
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XML Sample

o o Lt 3
ddocusent profec theyp 684 fdocumentprojec thoy >
cdocimentt 1t losSales Propossl/docusentt it 1oy
e it Ty P 5 241 ¢ feloc unen Ly pe s
tdocunent Filenane ySales Proposal.docx/document § i lenams »
¢ dacument »

Java Code Sample

fiCreate WL string that represents an entity

String fllePath = “C:\Us=raeeblogps"\Desktop\ ) SalsaProposal  dacu" )
byte[] fll=z = Filles. readAllBytes|Paths.gec(filePath));
String docusentimliesponse = apl.updateDocimentEntity{documentiml, File)}

C# Code Sample

iElwment docwment = now ©OF Lesert [ “document®,
naw K0 Limert ("documentprojecthey”, €6),
mew LELssert{ "documenttitle® , “'hhr-ﬁml Ye
new TElpeet(“documenttype”, 241
e :ﬂmeutl"'hn-'lﬂﬂm" "Salu Proposal.doce™ ) ) ;

[] file = #1l=.ReadAl 18ytes t-\;ﬂar:\\m“ﬂﬁttup\mml gocx™));
mm-l Mw document . ToString(), file);

Example Response

<iaml wersion="1_8" sncoding="urf-16°F
LoBrumsnT kEy="109"3
ereatedr 21 5-81-16 Y847 19 /oreated>
Juserkeyrdd fuserivey»
cuserxidams, Hareyo usars
spsereaployeskays 113 fuserem loyeekey s
amasterkey #Be fnas terkey s
{doconsnt key 189 fdoc wmentiey s
dipcunent projec they »66¢ /donmentprojectieys
sdocumenttitleshales Proposal «fdocumenttitles
ddocement descrd ptionyof docomentdescript iony
document Filonsoe xdaF@deld - F13d-41b8- F5ba -efTEIcSFAbal Fdpcument 1 Loname »
dfncunent type> 241 < fdocume RE Ly pay
ddnCumeTE Lt AL ¥4 fdos ment s tatusy
ddocunent chieckedout »Fal se« )/ document checkedout »
cpllfisldss

-:.-';j.-li'}.uﬂs *
of f O unent>
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Exceptions

PPO.InvalidXmIException

PPO.InvalidXmlException: The XML is not valid.

Cause

The XML passed as a parameter is an empty string or the XML is not valid.

Solution
Make sure the XML being passed uses the XML schema required for the given entity. You can get the XML schema by using
the GetXsd web method.

PPO.UnableToRetrieveRecordException

PP0O.UnableToRetrieveRecordException: Unable fo retrieve record from the database [Object: Document, DocumentKey:
34].

Cause

This exception only applies to updates. A key specified in the XML does not match any document with the same key.

Solution
Specify a valid document key or leave the key out of the XML to upload 3 new document.System.Web.HffpException

System.Web.HftpException: Maximum request length exceeded.

Cause

This error occurs when trying to upload a file larger than the limit allowed.

Solution

Only upload files smaller in size than the limit specified in the FAQ referenced above. ZIP files are allowed so it is best to

compress large files.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.
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4.11LinkDocumentEntity
Link a document to a related entity.

Logical access control

The authenticated user must have ‘Edit’ access for the enfify type provided in the entity XML e.g. 'Edif Task'. User must also

have access to specific item based on your user group filter.

Parameters

II 1 .n.II '. .i._: ui ii. !! ! - : 5 . :

antityType Short A MLATEnC value that speciiies the type of PPO enfity you
wrant 1o link to.
The unigque kay of the spacific anfity. [Employaskey,

h gl
BTy rreger Toskkey, efc.]
a4 He int The unigue key that idenhfies the document you wanfk 1o
sCAaningy. | reega fink to the entity,

Returns

Nothing.

Example

To link a3 sales proposal to the fask it relates fo. The document and task should already exist if you want fo link it.

Java Code Sample

apl.linkbDocumentEnt ity ((shart)s, @, 118);

C# Code Sample

api.LinkDocumentEntity(s, 70, 138}

Example Response

No Response.
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Exceptions
PP0O.UnableToRetrieveRecordException

PP0O.UnableToRetrieveRecordException: Unable to retrieve record from the database [Object: Employee, EmployeeKey: O].

Cause

The value specified for the entityKey parameter is not valid and no such key is associated with an enfity.

OR
The entity type exists and the entity key is associated with an existing enfity, but the document that you are trying fo link

does not exist.

Solution
Specify a valid entity key for the given entity type. The entity key can be retrieved when doing list retrievals or by checking
the URL in PPO when navigated fo the enfity.

OR

Specify a valid document key of a document that is already uploaded to PPO.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.
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4.12GetCustomListitemKey

Retrieves a custom list item key by description.

Logical access control

No access control for this method.

Parameters

w e |

customilistkey

Integer

Uinique key idenfifying the custom list from which an item
miatching the description must be returnad. You can get
custom list key by navigating to the Administration tab in
PPO then clicking the Custom Lists icon and then
salecting a custom list from fhe list, The custom ist's key s
in fhe URL under the key parameter of the guery siring.

descriphon

String

The description of the custom list tem. You can get an
itern’s description by selecting the custom list in PPO and
then the custom kst iterns are displayed with their
respecfive desciphons.

Returns

The key of the custom list item.

Example

Get the key of the ‘Milestone’ custom list item.

Java Code Sample

int iteskey = api.getCustomlistitenKey((short)B, “Milestaome ™)}

C# Code Sample

var iteskey = apl.GetCustomiistIteskey(8, "Milestome®);

Example Response

30

Exceptions

PPO.ObjectDoesNotExistException

PP0O.0ObjectDoesNotExistException: Milestone does not exist [strListitemDescription: -100].
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Cause

This error can be caused by specifying a custom list that does not exist or by specifying 3 custom list item description that

does not match any item related to the given custom list key.

Solution

Firstly make sure the custom list key is associated with an existing custom list and then check the item’s description.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.13GetCustomListitem

Retrieves 3 custom list item for the specified key.

Logical access control

No access confrol for this method.

Parameters

NG Doia fype . Sriphion
The unigue key of the custom list itemn that you want 1o
retrieve. You can get an item's key by selecting the custom
kst im FPO and then selecting the custom st ihem and then
getting the key from the URL.

lemray Integer

Returns

XML that represents the custom list item with all its details.

Example

When you have a custom list item’s key and you want to know what it represents.

Java Code Sample

itring customlistitesdml = apl.pgetCustoml istives|( chort )38);

C# Code Sample

war customiistites = api. GetCustostistIvem{3);
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Example Response

& foml version="1.8" sntoding="utf-16%22
foustomlistiten kew="30" Ccoda="HST":
coustomllistkeyaBe/customl stk
cosscription:Milestoned fdescription:
£eortheyrdaf sortoye
iprotected »Treed fprotsc tads

if CUSTOR]ISTIEEMD

Exceptions
PPO.ObjectDoesNotExistException
PPO.ObjectDoesNotExistException: Custom List Item does not exist [infListitemKey: -100].

Causes

Any value specified for the key of the custom list item that is not associated with an existing item will result in this error.

Solution

Make sure the custom list item key supplied is valid.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.14GetCustomListitems

Refrieves custom list items for the specified key.
Logical access control

No access contfrol for this method.

Parameters

Unique key identifying the custom list from which an e
malching the descripton must be returned. You can get
custom list key by novigahing o the Ad minstration tab in PPO
then chcking the Custom Lists icon and then selecting o
custom list from the Ef. The cusiom list’s key & in the URL under
the key parameter of the query siing.

customlistkey | Integer

Returns

XML that represents the custom list items with all their details.

Example

When you want fo refrieve a list of all project statuses.
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Java Code Sample

String custosllstitessiml = api.getCustosiistitems({shart)?);

C# Code Sample

war items = apl.GetCustomlistItens(?);

Example Response

il werElons"1, 0" sncoding="utf-IET Ty
reurtmnlisritenys
dtustmallstliee idy="J0" Code=""3
fewstoml isthayyTol/cuntonl fstheys
tdmerription sPrapodedd fdesoripllons
cuorthny Al frartioys
iprotectedFal e/ protecteds
if customl 1T Tony
voustomlistites heys"Er codes™"»
fewt boml [ty sy Tl cimToal L rkey »
cdescriptisnylctlvnc/descrigtion»
ARSFEhEy b S ROF Ly »
{proroCt s FFal Ladf protertads
s tonll st bees
prusTEnlistiten hep="BE" Code=="3
acastoml Dstiieyr T/ s tonl Lstheys
deErriprionedn Holde fdescripriome
tsortheys 3/ aortiory
epraleC {sSil gl sE o/ proler Deds
cfcusipul istitean
dtuitoalistites by~ codes™"3
ccugtoml Lpthey T/ s toal Letheyy
cdescriptionsRefected fdeacriptions
dgart iy she florTRay s
wprotectedrFalsec/ protecteds
&fcuntsm]l I el ey
dcustonlistites key="78" code=="p
i fom] [t ke Tl cumtonl fstkey »
idecrription:Cloesds/Seccripsions
Larthey PR sortioey »
ipratecieivFalsac/ protaiToak
ofcortomlistitenn
iffuitos] 1111 e

Exceptions

PPO.ObjectDoesNotExistException

PP0O.0ObjectDoesNotExistException: Custom List does notf exist [CustomListKey: 1000].

Cause

Any value specified for the key of the custom list that is not associated with an existing custom

list will result in this error.

Solution

Make sure the custom list key is associated with an existing custom list.

Refer to the ‘General Exceptions’ section at the end of the document

for any exceptions not listed here.

34
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4.15GetCustomList

Retrieves a custom list for the specified key.

Logical access control

No access confrol for this method.

Parameters

customlListEey

: _ R !

Integer

Unique key idenfifying the custom Bt from which an item
matching the descnphion must be returmed. Youw can gad
custom kst key by navigating to the Administration tab in
PPD then clicking the Custom Lists icon and then selecting
a custorn list from the list. The customn Bst's key is in the URL
under the key porameter of the query siring,

Returns

XML that represents the custom list with all its details.

Example

To retrieve the description for a partficular custom list.

Java Code Sample

String custoalistial = api,getCustoalist(({ehartiia);

C# Code Sample

var custonlist = apl.GetCustemlist(13]);

Example Response

tfcustoalists

¢henl wversioms®1.0" encodiege"ut¥-16%Fs
fcustonlist kep=*13" code=""3
inamp3itick - Impact</rames
fdespripticnsiied on Flok !'I'I-‘LL'[" o deterning Tthe Ispact.<fdecoriprions
LaptosortiFalse«/avtozarts
Lprotected»Truss / proteltTeds

Exceptions

PPO.ObjectDoesNotExistException

PPO.ObjectDoesNotExistException: Custom List does not exist [CustomListKey: 1000].

Cause

Any value specified for the key of the custom list that is not associated with an existing custom

list will result in this

Solution

error.

Make sure the custom list key is associated with an existing custom list.

Refer to the ‘General Exceptions’ section at the end of the document

for any exceptions not
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4.16GetCustomLists
Retrieves all custom lists.

Logical access control

No access confrol for this method.

Parameters

No parameters.

Returns

XML that represents the custom lists with all their defails.

Example

To retrieve a list of all custom lists.

Java Code Sample

string customlistsXml = apl.getCustosiists();

C# Code Sample

war' Lusivel Isis = apl.GeiCusiosl Esis]);

Example Response

gFaml version="1.8" encodlag="utf-18%1s
EusTomlisTs>
crustanlist key="181" coge="A5">
cranesApproval Status</nane
cdescriptionsipproval Status« fdescriptiony
dsutosortrFalses fautesarts

cpratecteds Tree fprotecteds
fcustomlisto
crustonlist koy="28" code=""3
cnanesComment - Type«/nasesr

fautosortaFalse autosarty
LPPOTRCT ST | PUSL  DrOTOCTRD
¢ feustomlizty

4

ffcustoalistsy

coescrlptionalsed on the comments emtity to determine the Cype of comment.«</descriptions

36
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Exceptions

No unique exceptions for this web method.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.

4.17GetReportBytes

PPO provides functionality for creating reports. Refer to this knowledge base arficle for more information.
This method returns a report on PPO as a stream of bytes (download of report). The report can be downloaded as
3 PDF by adding a query parameter of display with a value of pdf or 3 value of excel for a spreadsheet. The report can

3also be in a datasheet view by adding a query string parameter of mode and 3 value of data.

Logical access control

The user must have 'View' access for the report. User must also have access fo specific item based on your user

Parameters
.II - - t l _I - I l -II 1
utl String The URL of the report that vou want to refrieve. To get this URL
run the report and copy the URL from the oddress bar.
Returns

The requested report as an array of bytes.

Example

A copy of a report needs to be saved locally and the GetReportBytes web method allows you to download a report as an

array of bytes that can be stored.

Java Code Sample

bytn]] report =
apl ., gerRpportEYTEE] ‘T i e pa L el o e o L giie s D agnarT st ETIml I EnT ity . ange e scti int=Latde

C# Code Sample

bytel] report =
JGetReportiybes| “hitps:/ fwew . ppoiive. comy piae) configurablereports/ reportSect ional Ent ity mspi tProjectb st =Bt it
yRey=tihrenocd LAl ten ypeceportbreport Lng I emt ey 282" )}
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Example Response
An array of bytes that is the physical report in html format. You can receive the report in pdf format by specifying the

following query string parameter: display=pdf.

Exceptions
PPO.InvalidUrlException
PPO.InvalidUrlException: The Url is not in 3 valid format.

Cause

The URL given as a parameter is not 3 valid URL and does not comply with any URL conventions.

Solution

The given URL cannof be correct. Go on PPO fo the Reports tab, then select the appropriate report and view it in report
view, then copy the URL directly. PPO.InvalidReportUrlException PPO.InvalidReportUrlException: The specified URL does

not point to 3 valid PPO resource.

Cause

When 3 valid URL is provided, but it doesn't point to 3 report on your own PPO insfance.

Solution
Go on PPO fo the Reports tab, then select the appropriate report and view it in report view, then copy the URL directly.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.
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4.18GetXsd

All submitted XML needs to comply with a specific XML schema that can be generated by calling the GetXsd web method.
The schema of entities are different for each instance, because notf every instance uses the same data fields for the

entities and custom enfities are also uniquely configured for a specific instance.

Logical access control
No access control for this method.

Parameters
antityType Integer A numenc value that represants an entity tvpe in FFO.
Returns

XML that indicates the schema that must be used with the entity you specified.

Example
Prior to an updating a risk, you want to validate the XML data against the required schema for the risk enfity.

Java Code Sample

String riskEmtitydsd = apd.getisd(7);

C# Code Sample

war riskEntityXsd = apd.GetXsd{7);
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Example Response
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Exceptions
No unique exceptions for this method.

Refer to the ‘General Exceptions’ section at the end of the document for any exceptions not listed here.
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5 General exceptions

System.ArgumentNullException

System.ArgumentNullException: Value cannot be null.

Cause
This error occurs when one or more required parameters for a3 web method are not specified

and are left null.

Solution

Specify values for all required parametfers when invoking any web method.

PPO. EntityTypeNotinUseException
PPO. EnfityTypeNotinUseException: The value specified for entityType is not in use [EntityType: 100].

Cause

This error occurs when any entityType value is specified which is not in use currently.

Solution

A numeric value that represents an enfity fype in PPO.
To find the key for an entity fype:

e In PPO, go to Administration and then Dafa Fields.

o Select the appropriate entity from the drop down.

e The key will 3ppear in the address bar.

PPO.NoAccessException
PPO.NoAccessException: Members of the ‘Project Managers’ usergroup do not have access fo this resource [Key: 1

Description: foo].

Cause
Will occur when the user that is authenticated is part of 3 user group that does not have access to view an enfity fype

or when the user does not have access to a specific item.

Solution

Either get access fo view the entify from an administrator authentficate with another user account.

PPO.CustomValidationException
PPO.CustomValidationException: {custom message of the validation rule e.g. "You are not allowed to change

an employee’s birth date'}.

Cause

You will receive this exception when a validation rule that is configured on PPO fails.

M

ACUMATE
SOLUTIONS

41



Solution
Either change the details of your data being submitted to conform to the validation rules, change the validation rules

if it is practical or add an exception on the business rule. Refer fo this knowledge base article for more information.

PPO.AuthenticationFailureException

PPO.AuthenticationFailureException: User nof authenticated.

Cause

This error occurs when 3 web method is called without being authenticated first.

Solution

Refer to the Authentication and LoglnExplicit section and also refer to the Session state and cookie container section for help.

6 Not Supported
The following web methods are no longer supported but exist for backward compatibility

FlushCachedltem
GefCacheSizePage 48 of 48
GefCacheSize
GeftCacheTypeSize
GefCacheCounfAll
GefCacheCount
GetCacheTypeCount
GetActiveUserCount
ForceGarbageCollect
UploadFile

FlushCache
UpdateDocumentEntityWithUserKey
SendApprovalEmail

CreateltemsFromTemplateProject

9

- Feel free to talk to our friendly representatives
at any time
sales@acumate.co.za 0861460 100 wwuw.3acumate.co.za
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